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Machine Learning

Auto-translationSelf-driving car

Face recognition payment Medical diagnosis
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How to enable multiple stakeholders (who do not necessarily trust each other) to still come 
together and perform machine learning to gain benefits of AI?
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All data is always encrypted -
i.e., protecting all Personally 

Identifiable Information
required by any privacy 
legislation world-wide

Data, code and secrets are only 
visible to attested and 

authorized services - improving 
protection and limiting the 

scope of security assessments

Protection against insider 
attacks - even those with root 
access can only see encrypted 

data & code & secrets

SCONE Platform
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Application
Application Libraries
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Hypervisor

Container Engine

Operating System

Host

SGX (Software Guard eXtensions) is a set of processor extensions 
for establishing a TEE inside an application

Intel SGX

Intel SGX protects the integrity and confidentiality of applications
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Machine Learning Application

Machine Learning Application Libraries

(Enclave)

Network Shield File System Shield

M:N Threading

Asynchronous System Calls
Modified Libc

Intel SGX Driver

Container (cgroups)
Host Operating System

Enhanced C library 

→ small TCB 

Untrusted

Reduce #Enclave 

entries/exits

Actively protect data, 

model, and code

SCONE Architecture
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Remote Attestation & Key Management

TRANSPARENT 
ATTESTATION OF 

PROGRAMS

CONFIGURATION WITH 
SECRETS

SECRETS SHARING 
WITHOUT REVEALING 

BETWEEN COMPUTATIONS
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SCONE CAS
(Enclave)

Remote Attestation & Key Management
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1. Protect against
attackers with 
privileged/root 

accesses  

Security Policy 
Manager

SGX

2. Enable multi-stakeholder 
machine learning 

Secure Multi-Stakeholder Machine Learning
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Secure Multi-Stakeholder Machine Learning

SCONE CAS

SCONE Runtime
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SCONE based system:
incurs ~5% in SIM mode, ~22% overhead in HW mode compared to native versions 

~1.1X – 1.4X faster than Graphene-SGX based system
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Secure Federated Learning Architecture

…

Machine Learning 
Model Aggregator

CollaboratorCollaboratorCollaborator

Security Policy 
Manager

2. Enable multi-
parties collaborate 
to train ML model

SCONE SCONE

SCONE SCONE SCONE

1. Protect against
attackers with 
privileged/root 

accesses  TLS
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Demos

• Secure multi-stakeholder machine learning using SCONE: 
https://youtu.be/K3DtUdYXd7Y?t=1181

• Secure federated learning using SCONE: 
https://youtu.be/J3tQcjrX3Jk

https://youtu.be/K3DtUdYXd7Y?t=1181
https://youtu.be/J3tQcjrX3Jk
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Products
https://sconedocs.github.io 
https://scontain.com

Contact
info@scontain.com

https://sconedocs.github.io/
https://scontain.com/
mailto:info@scontain.com

